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1. INTRODUCTION 

This chapter outlines several methodologies in operations research that are useful for cyber 

defense, then establishes a value model for cybersecurity metrics and best practices. The 

framework developed in this chapter can be customized based on organizational values and 

needs. An inventory of values from a survey of information technology professionals provides 

context, but each individual organization should use its own data and assessments to populate 

this model. Students can benefit from this chapter by learning the Value Focused Thinking and 
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multi-objective decision analysis frameworks, as well as cybersecurity values. Practitioners can 

benefit from understanding an illustration of the model and then applying the approach in their 

own organizations.   

 

1.1. Threat Modeling: A Defensive Mindset 

Military defensive operations strive to establish strongholds or create fortifications that are 

impenetrable to attackers. Since the middle of the twentieth century, military operations 

researchers have formally sought modern analytical tools and techniques to support this effort. 

To reduce the likelihood of a defensive breach and increase the possibility of enemy detection, 

threat models are frequently employed. The threat model may incorporate both the attacker and 

defender perspective, consider decision-making priorities for action or response, and account for 

multiple layers of protection. It may also take the form of a variety of constructs, such as with 

network topologies, pure mathematical models, or measurement-driven analytics. 

 

Perhaps one of the most popular tools for threat modeling is the attack tree, first documented in 

the literature by the cryptographer, Schneier (1999). The concept, illustrated in Figure 1, utilizes 

a diagram consisting of branches to represent various attack avenues, whereby an adversary 

achieves its objectives through a combination of A (and), O (or), or T (terminal) nodes. By 

identifying the different attack scenarios and establishing a scoring framework to assess the 

likelihood of each adversarial objective, the risk of an attack can then be quantified. The method 

involves estimating the degree of cost and benefit for an attacker; in some instances, an 

adversary’s motivations are further approximated using capability or behavior-based 

mathematical models.     
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Insert Figure 1 here. 

Figure 1: Attack Tree Architectural Diagram with Potential Scoring Framework 

 

Another method used to assess risk in systems is the attack surface, first introduced by Howard 

(2003) to address vulnerabilities in computer software. While several different definitions of the 

attack surface exist, it is generally used to describe the internal and external accesses or 

privileges via hardware or software; the union of system components, features, and services; and 

the protocols established for a given organization (Theisen, et al., 2018). At the macroscopic 

level, an attack surface may be used to evaluate vulnerabilities or identify attack vectors across 

the physical architecture of an organization, including its servers, routers, and other devices 

connected to the network. It can also involve very detailed constructs at a minuscule level, such 

as with specific application susceptibilities, interfaces between email and the internet, an 

individual’s network behavior, and data storage modules. Illustrations like Figure 2 are often 

created to give decision-makers an increased awareness of high-risk areas within their security 

environment. The objective is then to strengthen system security by focusing resources on 

minimizing the organization’s attack surface. 

 

Insert Figure 2 here. 

 

Figure 2: Attack Surface Construct with Potential Scoring Framework 

 

  

Beyond the attack tree and attack surface, most threat models incorporate some type of metric to 

quantify the level of risk in a system or process for a decision-maker. For example, trust metrics 

are used to detect malicious bot activity in networks, aid in authenticating user credentials, or 
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support cryptographic methods. Metrics developed to infer the intent of an individual utilize 

pattern matching algorithms, hypothesis testing, or statistical process control to differentiate 

between anomalous and normal behavior. To properly design a metric to aid in strengthening 

defense, the security environment must be fully understood.  This includes the nature of the 

threat and also previous attempts to quantify risk in this space. The remaining portion of this 

chapter is afforded to designing or selecting metrics grounded in defensive principles for the 

cyber domain.      

 

1.2. The Cybersecurity Environment  

It is important to understand values and secure systems using metrics and best practices, as 

cybersecurity is a topic of immense interest for organizations. Much of the attention can be 

attributed to attacks and breaches at high profile organizations such as Equifax, the Office of 

Personnel Management (OPM), JP Morgan Chase, Home Depot, Target, and Yahoo. Large 

companies and government entities are not the only targets; hackers may target any organization.  

For example, Farahani, Scala, Goethals, and Tagert (2016) reviewed organizations breached in 

the State of Maryland in the United States, showing that both small and large organizations can 

be affected. While most security studies provide an estimate of the costs associated with an 

attack or a breach on various entities, the true cost is really unknown. The diminished trust 

between an organization and its clients, the loss of credibility in securing valuable information, 

and the damage to the reputation of a company are all abstract costs that are difficult to estimate 

in practice. For these reasons and many others, organizations are operating in an environment 

characterized by uncertainty and a high consequence of failure. 
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1.3. Disconnects in the Problem Space            

The Science of Security (SoS) initiative (https://www.nsa.gov/What-We-Do/Research/Science-

of-Security/), sponsored by the United States Department of Defense, supports and indexes 

research related to cybersecurity and organizes the problem space into five thrusts, or “hard 

problems.” These problems are (1) scalability and composability, (2) policy-governed secure 

collaboration, (3) resilience, (4) human behavior, and (5) security metrics; each problem 

addresses a specific area yet presents challenges. Specifically, scalability and composability 

examines combining secure components into a larger secure item, as vulnerabilities often lie in 

the gaps between two components; policy-governed secure collaboration develops methods and 

requirements to guarantee data protection while enabling information sharing and collaboration; 

resilience measures the ability of a system to resist an attack by unauthorized parties; human 

behavior addresses the unpredictability and complexity of human behavior which aids in the 

development of models that have increased accuracy while minimizing potential vulnerabilities 

from humans interacting, possibly unsecurely, with systems; and security metrics measure the 

security or vulnerability of a system (Nichol, Scherlis, Williams, and Katz, 2015). Further 

reading on each problem is available in Nichol, Sanders, Scherlis, and Williams (2012); Nichol, 

et al. (2015); and Scala, Reilly, Cukier, and Goethals (2019).   

 

In general, the security metrics problem is especially challenging. Systems are extremely 

complex, and small nuances may have significant impact. The challenge is to develop security 

metrics, models, and best practices that are capable of predicting if or confirming that a cyber 

system preserves a given set of security properties. Metrics must be quantifiable, feasible, 

repeatable, and objective (Goethals, Farahani, and Scala, 2015). A system having security 

properties, however, does not mean it is immune to an attack or potential breach; rather, the goal 
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is to prevent these activities. In contrast, the analytics field considers a metric to be descriptive, 

defined as a variable of interest or as a unit of measurement that provides a means to objectively 

quantify performance (Evans, 2013). By definition, descriptive analytics use data from the past 

and present to understand current and historical performance; unlike predictive analytics, they do 

not make a forecast about future events. Thus, a disconnect in semantics exists, with the 

cybersecurity field attempting to utilize descriptive analytics (such as a metric on a static system) 

to make an assessment or prediction about future events. Such a disconnect may cause confusion 

between members of a project team or among client interactions. It is important to understand 

that the two fields view metrics with differing purpose, and a team must be clear as to how 

metrics will be managed and defined within the project. For this chapter, the SoS definition of 

metrics is used to examine both metrics and best practices that can augment security of a cyber 

system.   

 

In addition, there is a lack of translation of cybersecurity research into action. Most of the work 

indexed by SoS addresses theory and architecture but does not consider how guidelines and best 

practices should be implemented, how the overall risk of a breach of the system should be 

measured within the hard problem environment, and how risk should be managed and quantified. 

Because uncertainty is not quantified, risk related predictions of what comes next, such as if the 

next breach can be predicted, the probability of a breach, and the risk to the system, have not 

been addressed. Opportunities to include risk in the hard problem environment are described in 

Scala, et al. (2019) and include policy related risk assessments that adapt to an evolving 

adversary, analyses of ranges of consequences, decision making under uncertainty for actors’ 

objectives and motivations, and mitigations for composability. Such analyses are especially 
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important to the metrics and human behavior hard problems. Thus, decision analysis techniques 

are needed to assist in translating the current cybersecurity theory and infrastructure research into 

practice.  Specifically, teams need to apply research into their system design and projects, to help 

ensure the most recent advancements are deployed into practice. This chapter identifies one such 

way to translate research into practice.   

 

It is important to note that a disconnect also exists between just identifying and actually 

implementing cybersecurity metrics and best practices. If cybersecurity is thought of as actions 

taken to prevent attacks on or breaches of a system, then a success becomes the lack of an attack 

or breach. This is a clear reversal from a traditional risk or probability problem, where success is 

typically defined as the occurrence of a desired event. Furthermore, attacks can happen quite 

frequently, especially to high profile organizations in both defense and corporate industry. 

Therefore, it may be futile to focus on preventing an attack, and instead focus on preventing a 

breach or access into a network.  

 

To clarify, a breach and an attack are dissimilar events.  Attacks are attempts by an outside entity 

to gain access to or information from a network. A breach is an attack that is successful, with the 

actor gaining access or information. Breaches have high consequences. Customer loyalty may be 

lost, whereby the trust between the organization and its clients must be regained (Farahani, et al., 

2016). Moreover, breaches do not become known events until they are discovered; some 

breaches may never be discovered. Although the frequency of known breaches is rising, it is 

difficult to fully understand the true number of breaches that are occurring or the true threat to an 

organization’s systems.   
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For example, if the probability of a breach was low, a model of cybersecurity systems would 

consider these events as low probability high consequence problems, akin to nuclear accidents, 

and employ models designed for these conditions. Unfortunately, these conclusions cannot be 

readily drawn. Due to the fact that most cybersecurity research has materialized in the computer 

science and network infrastructure management fields, models to assess and measure a system’s 

current security and/or predict probability of a breach do not widely exist. As a result, the work 

thus far has primarily focused on theory, infrastructure, and best practices, downplaying risk, 

decision analysis, and practical application to cybersecurity systems. 

 

A value model framework to identify the preferred metrics and best practices for organizations to 

implement in augmenting their cybersecurity addresses these gaps. In this model, metrics and 

best practices are alternatives upon which a decision maker needs to choose, specifically 

selecting which ones that should be implemented. Those alternatives are then evaluated against 

attributes or values of secure cyber systems. The model employs Value Focused Thinking (VFT) 

and uses value functions to perform the analysis. A survey of information technology (IT) 

professionals enables understanding of (1) what they value in secure cyber systems and (2) their 

organizations’ histories of attacks and/or breaches. These survey results are further synthesized 

with interviews of subject matter experts (SMEs) to develop the value model framework; 

consequently, preferred metrics and best practices for cybersecurity are identified for 

implementation in organizations. This is a framework that can be then adapted or modified to fit 

the needs of a specific organization. That is, practitioners can use the steps and structure outlined 

here with data and values from their organization to build a model for their cybersecurity needs. 
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2. LITERATURE REVIEW 

The literature proposes many candidate metrics and best practices that are appropriate for 

cybersecurity. Organizations need to identify which metrics and best practices are appropriate for 

their systems. The first step is to create a list of potential metrics and best practices for the model 

to evaluate. The literature can assist with creating this list, and this review includes metrics that 

have already been identified. The Science of Security initiative indexed 110 metrics-related 

papers as of October 2016, and these papers are all tied to research funded or related to the 

initiative. Outside of the SoS, Viduto, Maple, Huang, and López-Peréz (2012) suggest twenty-

four candidate metrics for cybersecurity, including the use of a system administrator, firewalls, 

patching, and separation of duties. These 24 metrics are organized into four categories: support, 

prevent, detect, and recover. Schilling and Werners (2016) use the IT protection catalog from the 

German Federal Office for Information Security in their research; that catalog contains over 

1200 safeguard alternatives. Santos, Haimes, and Lian (2007) identify four categories of metrics 

when protecting SCADA systems: cybersecurity cost, network vulnerability, equipment 

downtime, and production delay. These authors argue that key considerations in cybersecurity 

should include identifying threats, establishing countermeasures, recognizing the role of 

temporal factors in assessing risk, and modeling management decision dynamics. Clearly, the 

choices for metrics and best practices are extensive and not all can be implemented by a single 

organization. Methods to discern or identify preferred metrics, such as this model, are needed to 

reasonably manage security. 
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While needs exist, research in implementation and management of cybersecurity metrics is 

emerging. In their survey, Wright, Liberatore, and Nydick (2006) identify that literature on cyber 

countermeasures is increasing but needs exploration, as cyber is an evolving application area. In 

2005, the President’s Information Technology Advisory Council argued for shifting the 

perception that greater security is not worth the cost; Rees, Deane, Rakes, and Baker (2011) 

interpret that as a need to determine a best set of countermeasures to implement, given the array 

of options. Ryan, Mazzuchi, Ryan, Lopez de la Cruz, and Cooke (2012) address risk in 

information security by expert judgment elicitation, focusing on the frequency of system attack, 

number of successful attacks, need for cyber investment, and the probability of a successful 

attack. The authors conclude that investment in protection is rational for firms with high 

exposure or valuable assets. However, the authors do not present a model of or recommendation 

for how to make such an investment. 

 

Cyber policy literature addresses the overall state or design of systems but does not necessarily 

provide detailed implementation guidance. Scala and Goethals (2016) provide a review of three 

policy models; each model has a limitation in terms of practicality or scope. In particular, 

Viduto, et al. (2012) argue that policies based on attack trees and attack graphs, using shortest 

paths and related costs, lack practical sense and cannot support cost effective decisions. 

 

2.1. Evaluating Metrics 

Some literature exists on evaluating cybersecurity metrics and best practices in order to provide 

implementation recommendations, but only financial approaches are taken. Cost and/or budget 

are primary components of the models. Furthermore, the literature in this area uses the term 

countermeasures, which Rees, et al. (2011) define as tools and actions to block intrusions or 
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mitigate damaging effects of an intrusion. Note that, generally speaking, countermeasures can be 

thought of as best practices; however, metrics and best practices can extend beyond intrusions. 

For example, the practice of anonymization, a best practice, is to remove personal information 

associated with data (Cormode, Procopiuc, Srivastava, Shen, and Yu, 2013). However, the 

papers that do rank or evaluate countermeasures, especially from a financial perspective, are 

relatively recent at the time of this writing.  Financial based models include Rees, et al. (2011) 

who employ a genetic algorithm and fuzzy set theory to examine the tradeoff between the cost of 

countermeasure portfolio and subsequent risk, while meeting the overall budget for 

countermeasures. Viduto, et al. (2012) create a risk assessment for countermeasures, with an 

optimization routine using a multi-objective Tabu Search heuristic and financial cost as a 

variable. Sawik (2013) proposes a mixed integer program and financial engineering measures to 

identify countermeasures to implement under limited budget in order to minimize potential loses 

and mitigate the impact of disruptions. Yevseyeva, Basto-Fernandes, Emmerich, and van 

Moorsel (2015) offer a resource allocation problem to identify security controls to purchase and 

then employ portfolio optimization and financial management techniques to identify optimal 

controls within a limited budget. Fielder, Panaousis, Malacaria, Hankin, and Smeraldi (2016) 

propose the cybersecurity investment challenge to balance the cost of implementation defense 

against the subsequent impact on the business; in their work, the authors consider game theory, 

combinatorial optimization, and a hybrid model with a focus on small to medium sized 

enterprises. Schilling and Werners (2016) use a combinatorial optimization model to address the 

optimal amount to invest in security as well as the countermeasures that should be selected for 

investment; their research utilizes a knowledge base of IT security as the foundation for a model, 

with costs of specific countermeasures considered as a second step after optimization.  Schilling 
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and Werners (2016) also provide a review of other papers that address investment selection of 

countermeasures, using techniques such as financial analysis, real options analysis, optimization, 

and fuzzy set theory. 

 

These papers present prescriptive models to identify optimal countermeasures, driven by 

budgetary concerns. However, not all organizations or industries value the same components of a 

secure cyber system, nor have the same budget or access to countermeasure resources. A more 

holistic, robust, and impactful approach would be to base the selection on value to the firm, 

identifying metrics, best practices, and countermeasures that aim to support an organization’s 

unique preferences and needs. A broad policy view applied to all industries and organizations is 

not ideal, as the adversary can quickly adapt to a one-step prescriptive methodology. 

Furthermore, a general policy might not be ideal for every organization. Therefore, an approach 

using Value Focused Thinking (VFT) can help to identify value to the organization, so that the 

metrics, best practices, and countermeasures that are selected for implementation truly reflect the 

organization’s needs and requirements for a secure cyber system. When using VFT, the analysis 

is driven by value instead of only budget or cost. 

 

2.2. VFT and MODA 

By definition, Value Focused Thinking is a decision analysis process that is designed to 

stimulate meaningful development of a decision model while supporting creative thinking about 

the problem at hand; its purpose is to enable clear and explicit definition of the decision problem 

(Keeney, 2008). The decision maker functionally brainstorms all possible objectives and 

alternatives.  This allows for value to drive inclusion of all that the decision maker cares about, 



 13 

even alternatives or objectives that may have not been originally considered. Further details on 

the VFT process can be found in Keeney (2008; 1992). 

 

Multi-objective decision analysis (MODA) is a decision analysis technique for evaluating a 

decision under multiple objectives or criteria, and the objectives may be conflicting (Parnell, 

2007; Keeney and Raiffa, 1976; Kirkwood, 1997). Related methods to MODA include multiple 

attribute utility theory (MAUT) and multiple criteria decision analysis (MCDA). MODA is a 

utility approach; objectives are defined into measures or characteristics that are important to the 

decision problem.  A value function is then defined for each measure, with 0 representing the 

worst-case scenario and 100 for the best-case scenario. Alternatives are then scored by creating 

an additive value function across the value objectives and measures for each alternative; the 

highest scoring alternative is preferred (Keeney and Raiffa, 1976).  

 

Most MODA analyses have at least three to five measures, while very complex problems can 

have up to 100 measures (Scala, Kutzner, Buede, Ciminera, and Bridges, 2012). Further details 

on the MODA process can be found in (Parnell, 2007; Keeney and Raiffa, 1976; Kirkwood, 

1997). A step-by-step outline of the process, especially for defense applications, can be found in 

Dillon-Merrill, Parnell, Buckshaw, Hensley, and Caswell (2008).  A review of VFT applications 

can be found in Parnell, et al. (2013). 

 

VFT and MODA have been used in defense and security applications, but to the best of our 

knowledge, not for cybersecurity metrics and best practices. Keeney (2007) presents value model 

principles for the United States Department of Homeland Security and terrorist organizations. He 
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argues that value models quantify objectives and what decision makers need to achieve; 

knowledge of values is critical for informed choices. Dillon, Lester, John, and Tinsley (2012) 

apply VFT for a multi-attribute utility model for domestic intelligence choices post 9/11. 

Beauregard (2001) used VFT to assess the level of information assurance within United States 

Department of Defense units.  Buckshaw et al. (2005) create an approach to measure risk in 

critical information systems and use MODA as one model within the overall risk assessment 

methodology; their focus is on information assurance in a hostile and malicious operating 

environment. Feng and Keller (2006) formulate a multi-objective decision analysis model for 

nuclear terrorism. Parnell, Butler, Wichmann, Tedeschi, and Merritt (2015) use multi-objective 

decision analysis for building cyber infrastructure as one component in a cyber investment model 

for the United States Air Force. Finally, Keeney and von Winterfeldt (2011) propose a value 

model for homeland security. The authors propose a framework, using primarily literature review 

and a survey to support United States Department of Homeland Security (DHS) staff and 

policymakers. Their survey was distributed to managers and researchers at a DHS University 

Center of Excellence, eliciting objectives and consequence measures for impacts of terrorist 

attacks and counterterrorism decisions. The research created an inventory of strategic objectives 

for homeland security and demonstrated that a value model for DHS can make a substantive 

contribution of both relevance and legitimacy. 

 

VFT and MODA are appropriate for evaluation of cybersecurity metrics and best practices, as 

the creative thinking process allows for identification of values by the decision maker, both 

consciously and subconsciously. The brainstorming process is critical to the VFT process, as it 

assists in identifying what is truly most important (Keeney, 1992; 2008). In this problem, 
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brainstorming considers values in light of demographics, history of cyber awareness, and current 

operating climate. Such an approach enables better quantitative decision making, as opposed to 

just following trends or recent media reports of breaches. In order for an organization to 

implement appropriate cyber metrics and best practices, it must understand what it cares about, 

or its values, and the VFT process provides a formalized method to scale back the overwhelming 

number of metrics and best practices options in order to focus on the preferred ones for that 

organization. Experts can fully participate in the process, even without a decision analysis or risk 

background, as the framework is accessible and easy to update to fit the unique profile of an 

organization. While Viduto, et al. (2012) note that security measure implementation decisions 

are typically made on the decision makers’ personal experiences, the VFT and MODA process 

allow for those experiences and related values to be quantified and evaluated in a formalized 

manner. This chapter provides an outline of the structure of our model and then an illustration of 

how it can be used. 

 

3. A CYBERSECURITY VALUE MODEL 

3.1. Methodology Development 

Development of the cybersecurity value model follows the approach of Keeney and von 

Winterfeldt (2011) and creates a framework that can be customized. While those authors used 

literature review and a survey, the methodology outlined in this section employs the platinum 

standard, as defined by Parnell, Bresnick, Tani, and Johnson (2013), to formulate the model 

hierarchy, utilizing direct interviews with SMEs and survey response data. To start, elicitation 

sessions were held with two SMEs in separate interviews.  The first SME is a technology 

manager at a think tank, with over 12 years of experience in information technology, including 
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software development and systems integration efforts for human capital and learning 

management systems, library and information retrieval systems, knowledge and content 

management systems, dashboards, portals, and other financial/administrative systems of record. 

This individual served a primary role for hierarchy and value elicitation. As such, the SME 

participated in a series of conference calls, with the first call addressing potential measures for 

the value tree, followed by value functions for those measures. With this process, a mutually 

exclusive and collectively exhaustive hierarchy was developed, a key tenant of a MODA analysis 

(Parnell, et al., 2013), and the value functions were defined. These measures were then reviewed 

by a second SME, who has over 40 years of extensive cyber and IT experience that ranges from 

iron core memory and plugboards to advanced microelectronic technologies, e.g., nano-scale 

components and graphene. His varied background also includes foreign languages, technical 

intelligence operations, space and airborne operations, and biometrics. He has served in the 

military, worked in industry, and has a long record of government service. The primary role of 

the second SME was to provide validation for the original elicitation; as such, this individual 

gave feedback and insight into the measures and functions identified by our first SME. The 

process of alternating between the first and second SME in individual sessions for feedback was 

then repeated until they reached agreement. While participating in the interviews, the SMEs were 

asked to define attributes that are important to a secure cyber system. Those attributes became 

measures in the model. When implementing in any organization, a similar approach can be 

taken, starting with a group of core SMEs who can provide an initial assessment. Those SMEs 

can work iteratively, as in this example, or may have their values assessed in a group format, 

using a method, such as Delphi method (Helmer-Hirschberg, 1967), to gain consensus.   
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As a result of the iterative SME process, six measures were identified: (1) data integrity, (2) end-

to-end security, (3) cloud security, (4) security policies, (5) intrusion and threat detection, and 

(6) vulnerability mitigation. Intrusion and threat detection were broken into two sub-measures: 

(5a) monitoring, and (5b) reaction.  Table 1 presents the corresponding measure definitions, and 

Figure 3 presents the value hierarchy. 

 

Insert Table 1 here. 

Table 1: Measures and Definitions 

 

 

Insert Figure 3 here. 

Figure 3: Value Hierarchy 

 

The second step in model development is to create value functions. Value functions can be 

loosely defined as the marginality of the decision maker’s preferences, and they do not consider 

risk attitudes (Goodwin and Wright, 2009). For each measure, value functions were elicited from 

the first SME, who provided the functions in terms of a scoring rubric. Although a rubric is not a 

traditional approach for eliciting value functions, the method is appropriate for this model. The 

approach was to identify activities or actions that support performance of secure cyber systems, 

assigning relative preference related to the value of each activity. In that sense, an alternative that 

supported all activities for a given measure would receive a score of 100 (full value), while 

alternatives that employed some activities would receive a value corresponding to the sum of the 

values associated with each relevant activity. An alternative that did not support any activity 

would receive a score of 0 (no value). As a metric or best practice supports more activities or 

features, it has higher worth to securing the system in line with the organization’s values. 
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Following the same pattern, the first SME initially provided the value functions via the activity 

rubric, which were then reviewed by the second SME. The feedback process iterated between the 

SMEs until they reached agreement. Table 2 provides the scoring rubric for the value functions. 

Table 3 identifies the monotonic nature of creating a value function from the scoring rubric for 

the data integrity measure; a similar table could be constructed for all value functions. Value 

functions should be monotonic; as more activities of use are added, the metric or best practice 

continues to increase in worth. When implementing in practice, the SMEs could use an approach 

such as the Delphi method (Helmer-Hirschberg, 1967) to agree on characteristics that make a 

measure valuable. All value functions should have a best-case scenario (100 points), a worst-case 

scenario (0 points), and some middle scenarios valued between 0 and 100 points. 

 

Insert Table 2 here. 

Table 2: Scoring rubric for value functions 

 

 

Insert Table 3 here. 

 

Table 3: Value function for data integrity 

 

 

Elicitation of weights for the hierarchy measures was also iterative, beginning with the first 

SME, who ranked the measures in order. The second SME provided a different rank order list, 

and the list of measures in rank order was iteratively revised until the two SMEs agreed. Such 

conflict is not uncommon; Edwards and von Winterfeldt (1987) and Dillon, et al. (2012) note 

that conflict between decision makers is expressed via different weights and priorities. For 

purposes of this framework, the disagreement in priority was resolved via iterations and 

communication between the SMEs; however, such conflict supports the need for customization 

of the framework for each organization’s unique values. Not all are the same, and care should be 
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taken to ensure the organization’s values are correctly implemented into the model. It is also 

important to include a range of decision makers with varied experience so that all relevant values 

and input can be incorporated into the model.  

 

The rank order centroid method (ROC) was used to convert the ranks to weights, by using the 

following equation, which sums the weights to unity: 
1 1n

k

i k

w
n i

 
  

 
 , where the weight of the kth 

measure is computed among n total measures (Barron, 1992). ROC weights are not ad hoc 

(Barron and Barrett, 1996); moreover, the method has been used in other value model 

approaches (e.g. Scala, et al. (2012); Scala and Pazour (2016)). Such an approach is appropriate 

for this illustration, as it is a framework which would be augmented in practice. Swing weights 

(Kirkwood, 1997; Parnell, et al., 2013) are a more direct elicitation method to assess measure 

weights and can be used during model implementation. ROC can also be used in implementation 

if decision makers do not reach consensus on the swing weights. Further reading on ROC can be 

found in Edwards and Barron (1994) and Buede (2009). Table 4 presents the final rank order of 

measures along with the corresponding ROC weights. 

 

Insert Table 4 here. 

Table 4: Measures and weights 

 

 

3.2. Illustration 

This framework of cyber values and preferred metrics can be applied to many different 

industries, with organizations evaluating metrics and best practices that are relevant to them and 

modifying the value functions as appropriate. For illustration purposes, generally consider the 
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supply chain sector with notional scoring of metrics using the model’s measures and value 

functions. The significance of the cybersecurity problem for the supply chain cannot be 

overstated. High-profile cybersecurity breaches such as with Target in late-2013, Home Depot in 

2014, and OPM in 2015, are all known to have involved compromises to their supply chain in 

some manner (Shackleford and Douglas, 2015). Each of these breaches impacted millions of 

people worldwide at a tremendous cost; around the time of this writing, the first chief 

information security officer for the government estimated the OPM breach alone could cost more 

than $1 billion over the next decade (Townsend, 2017). Specific examples within the software 

supply chain include hackers inserting a backdoor into Cisco’s free CCleaner software, fake 

versions of Xcode for Apple developers, and code repositories for the Python computer language 

infected with malicious code (Greenberg, 2017). The risk of breach for any one organization can 

exist in many facets of the supply chain network – vendor policies, transportation systems, 

supply sourcing, internal practices, and the manufacturing infrastructure or componentry (NIST, 

n.d.; Lord, 2017). Some researchers and government entities perceive cyber risks to the supply 

chain increasing exponentially in the future, with the expanding Internet of Things, the evolution 

of digitization, and the growth of cybercrime globally (Boyens, 2016; Wallace, 2016; Camillo, 

2017; Simpson, 2017). 

 

For evaluation, consider ten metrics and best practices as defined by the United States National 

Security Agency’s Information Assurance Mission. These metrics and best practices are (1) 

application whitelisting, (2) control administrative privileges, (3) limit workstation-to-

workstation communication, (4) use anti-virus file reputation services, (5) enable anti-

exploitation features, (6) implement host intrusion prevention system rules, (7) set a secure 
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baseline configuration, (8) use web domain name system reputation, (9) take advantage of 

software improvements, and (10) segregate networks and functions (NSA, 2013). Granted, any 

organization implementing this framework could sample any subset of metrics from the 

Information Assurance list, the Science of Security index of metrics, the metrics identified in the 

literature review, or other emerging topics in cybersecurity. However, for this example, the 

Information Assurance list assists in demonstrating use and robustness of this model. 

 

Policy documents and support from the literature (i.e., Shackleford, 2009; Shackleford, 2010; 

Johnson, Dempsey, Ross, Gupta, and Bailey, 2011; Anderson, 2011; Vengurlekar, Clouse, and 

Kammend, 2012; Souppaya and Scarfone, 2013; Anderson, 2014; Sedgewick, Souppaya, and 

Scarfone, 2015) are used to score each alternative (in this case, metric or best practice) against 

each measure using the value functions. Using these types of documents is considered to be the 

gold standard by Parnell, et al. (2013), as SMEs are not interviewed for the scoring analysis. 

When scoring, each activity on the rubric for every value function is evaluated to determine if 

the metric or best practice being scored supports that activity. If so, points are earned. The policy 

documents and literature are used as evidence that the metrics or best practices do or do not have 

value. Table 5 shows the scoring process for application whitelisting. Each activity on the value 

function rubrics are listed, and the activities that are supported or addressed by application 

whitelisting are in italics. Then the score for application whitelisting is the sum of rubric points 

for all italicized items. All other metrics and best practices followed the same scoring approach. 

 

Insert Table 5 here. 

 

Table 5: Scoring example for application whitelisting 
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The SMEs reviewed the gold standard scoring to provide validation for the policy-based 

analysis. Both SMEs provided feedback and the scoring was revised accordingly to correct any 

errors or misinterpretations. Then, to develop a weighted score, as  for each metric or alternative 

a: 
1

m

a i ia

i

s w v


 , where iw  is the weight of measure i and iav  is the value for measure i, 

alternative a, from the scoring rubric, with m total measures. This function should be used in all 

MODA implementations and is the standard equation to determine the score. The final scores, in 

descending order, for the ten candidate metrics or best practices are shown in Table 6. In an 

organizational setting, the literature and/or policy documents could be used for scoring. 

However, it is best to use that group’s data to support the scoring of each metric or best practice 

under consideration by the model. 

Insert Table 6 here. 

 

Table 6: Final scores for candidate metrics 

 

 

These ten best practices are popular tools that can help to secure a cyber system. The top two 

practices, control administrative privileges and limit workstation-to-workstation communication, 

earned close to the same score and should be implemented if this was a real scenario. Other 

practices, such as take advantage of software improvements and use anti-virus reputation 

software also score highly. In fact, the scoring is somewhat consistent for the first eight metrics; 

the last two practices, application whitelisting and set a secure baseline configuration exhibit a 

large drop-off in score. Although important, this suggests these two may not be as relevant or 

important for the notional firm. Of course, this list is not a prescriptive recommendation for 

every supply chain firm or every organization looking to improve their cybersecurity. 

Experience, expertise, and other factors will drive the values considered by an organization. The 
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model then discerns the most valuable best practices for that organization to implement. 

 

3.3. Sensitivity Analysis 

The sensitivity of any ranked list should be analyzed. To do so, vary the weight of one metric 

while normalizing and holding all others constant. Test weights between 0.05 and 0.95 to 

perform this analysis for every measure. The goal of the analysis is to determine if the rank order 

of the preferred metrics and best practices remains constant, regardless of the weight of a given 

measure. If so, the ranking is robust. If not, examine how sensitive the overall ranking is to 

changes in measure weights. 

 

The highest weighted measure is end-to-end security, with a model weight of 0.37. Testing 

weights for end-to-end security between 0.05 and 0.95, while not changing the weights for any 

other measures, other than to normalize so that the weights add to up 1.0, determines that control 

administrative privileges remains the highest rated practice, unless the weight for end-to-end 

security falls below about 0.1. The second highest scoring practice, limit workstation-to-

workstation communication, remains as such unless the weight for end-to-end security falls 

below about 0.15. Because the current weight is 0.37, a moderate shift in importance of this 

measure would have to occur before the top two practices are no longer the same. Figure 4 

depicts this analysis, graphing the tested weight for end-to-end security on the x-axis and the 

corresponding score on the y-axis. The graph depicts that once the weight for end-to-end security 

falls below about 0.1, enable anti-exploitation features becomes the top preferred metric or best 

practice for implementation in our illustration. Please note that, for purposes of readability, three 

metrics are removed from Figure 4. Those metrics are limit workstation-to-workstation 

communication, use anti-virus reputation services, and segregate networks and functions. Each 
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of those metrics would not be preferred and score with a low rank when the weight for end-to-

end security is examined for sensitivity. 

 

Insert Figure 4 here. 

 

Figure 4: Sensitivity analysis for end-to-end security 

 

 

Now consider data integrity. For this measure, control administrative privileges remains the top 

preferred practice with limit workstation-to-workstation communication remaining in second, 

regardless of the weight assigned to data integrity in the model. Therefore, this measure is robust 

with respect to its model weight. Figure 5 depicts the corresponding sensitivity analysis graph. 

Like Figure 4, the three low ranking metrics are removed from Figure 5 to improve readability. 

 

Insert Figure 5 here. 

 

Figure 5: Sensitivity analysis for data integrity 

 

 

This analysis is similarly done for every other measure in the value model and should be done 

for a model that is being implemented. Reaction and policies are robust, as the top two practices 

do not change, regardless of measure weight. For cloud-based services and vulnerability 

mitigation, a moderate to large shift in weight is needed before the top metric changes. 

Specifically, the weight for cloud-based services has to be greater than about 0.6 for control 

administrative privileges to no longer be the highest scored metric, and the weight for the 

measure must be greater than about 0.42 for limit workstation-to-workstation communication to 

no longer be the second highest rated metric. The current weight for cloud-based services is 

0.228. For monitoring, control administrative privileges is no longer the top-rated metric once 
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the measure weight is greater than about 0.17; the current weight is 0.073. Thus, a shift in weight 

is sensitive for this measure.   When a measure is sensitive, care should be paid that SMEs 

correctly identify relative importance. This example provides empirical evidence that the model 

is robust, and can be used as a framework for candidate metrics and best practices. This means 

there could be some slight to moderate error or shifting in preference or weights and essentially 

the same metrics and best practices would be recommended for implementation, to align with 

value. Robustness in this case is good, as ROC was used for illustration, and actual elicited 

weights may be different. Weights elicited from SMEs are assessments based on experience and 

other factors; allowing some room for change without affecting the final solution can increase 

the overall confidence a decision maker has in implementing the results of the model. For this 

example, these illustrative results create a framework to identify preferred metrics and best 

practices for organizations to implement in order to augment cyber systems as well as some 

general guidance to supply chain firms regarding specific top metrics and best practices to 

consider. 

 

4. SURVEY 

Illustration of this model with notional data for the supply chain sector does not imply the same 

values and metrics are appropriate for all organizations or economic sectors. To examine 

potential differences, consider a national survey of cyber professionals in order to have a broad 

and representative range of responses. Values are not consistent across industries or 

organizations, and a large sample should highlight potential differences. Questions examined 

organization demographics such as industry and size of firm as well as the respondent’s 

experience working in cyber.  Respondents also assessed the strength of their organizations’ 
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cyber systems and identified if the organization’s systems have been breached or attacked. If the 

respondent indicated a breach, a follow-up question inquired the effects of the breach and any 

use of a mitigation plan. If the respondent indicated an attack, a question followed for frequency. 

Finally, the respondent identified valued attributes or measures of a secure cyber system along 

with corresponding weights of those measures. 

 

 

The survey was IRB reviewed and distributed via IT security professional listservs, social media, 

and authors’ personal networks. Potential respondents were provided a link to the online survey 

via Qualtrics, and the survey was open for six weeks during summer 2016. In total, 98 responses 

were collected, with 79 usable, as some respondents did not proceed past the informed consent or 

basic demographics questions. Table 7 identifies the percentage of respondents by industry. 

Please note that a majority of respondents who identified with academia were professionals from 

university and college technology services and not necessarily professors. 

 

Insert Table 7 here. 

 

Table 7: Survey respondents by industry 

 

Regarding the security of their organization’s cyber systems, about one-half of the respondents 

generally felt their systems were secure. However, respondents in small firms gave the strongest 

assessment of security, with 85% identifying their system as secure or very secure. Large and 

mid-size organizations were more cautious, with only 47% and 41% identifying as secure or very 

secure, respectively.   
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In total, about 52% of respondents reported their organization had been breached, with the 

breakdown by sector shown in Table 8. Although the small sample sizes cannot extend to general 

industry trends, note that attacks and breaches can happen to any organization. In the survey, of 

those who reported a breach, 71% were large organizations, 17% were mid-size organizations, 

and 12% were small organizations. This is compared to the total responses, whereby 57% of the 

large organizations reported a breach, 47% of mid-size organizations reported a breach, and only 

38% of small organizations reported a breach. In total, 65% of organizations reported an attack 

without a breach. Moreover, it is quite possible that survey respondents that did not report their 

system breached could be unaware that one may have occurred.   

 

Insert Table 8 here. 

 

Table 8: Breaches by industry 

 

Finally, the survey asked respondents to identify measures that are valued in a cyber system. 

This was an open response question, where respondents were not prompted with any specific 

measures or suggestions. As a result, the survey received a wide variety of responses, with some 

more relevant than others. For example, a measure of “continuous monitoring” is a best practice, 

which through metrics, can determine the degree system monitoring is being achieved. On the 

other hand, “PeopleSoft” is a human capital management system and not necessarily a security 

practice that can be measured. Table 9 presents the final inventory of responses; a summary of 

these responses also appears in Black, et al. (2018). 

 

Insert Table 9 here. 

 

Table 9: Valued measures of a secure cyber system, by industry sector 
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For simplicity, like responses or measures are grouped into themes or categories with the 

industry from which the measures were elicited. What an organization or IT professional values 

may vary by industry or other factors, such as degree of experience with cyber or a history of 

breaches. For example, companies or organizations that were breached may value different 

measures or may provide different relative importance to like measures. To highlight differences 

in value based on an individual’s history of cyber breaches, consider the major themes within the 

elicited measures from the survey along with the corresponding 0-100 weight for the measure 

provided by the survey respondent. Figure 6 provides an illustration of the respondent themes 

when the weights are averaged across all measures and the responses are further separated into 

those who reported a breach and those who did not report a breach. Note that a portion of the 

survey respondents did not answer as to if their organization was breached, and the measures or 

values provided by those respondents were removed for this illustration. The figure shows that 

breached organizations were consistent in valuing threat detection, training/awareness, and 

strong security. Organizations that were breached, regardless of industry sector, also valued 

accountability, which is not seen in the non-breached organizations.  

 

Insert Figure 6 here. 

Figure 6: Survey responses (breached versus non-breached) 

 

Students and practitioners can use the results of the survey to understand trends in cybersecurity. 

Becoming aware of what IT professionals consider and care about can lead to better decision 

making and reporting that support the organization’s needs. It is important to develop and build 
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models that truly address the problem at hand. Specifically, models should be verified (no math 

or logic errors) and valid (truly answering the question posed by the decision maker). The survey 

results should start a discussion within a practitioner’s organization: are the same or different 

measures valued? What is relevant for this organization? 

 

5. CONCLUSIONS 

Within the academic literature, most research in cybersecurity focuses on theory, infrastructure 

management, and best practices associated with computer science and network infrastructure. To 

translate cybersecurity research into practice, however, decision modeling and risk assessment 

are needed. This chapter outlines several of the operations research techniques used in modeling 

cybersecurity threats, then proposes a cybersecurity value model framework, supported by data 

and interviews with subject matter experts, that offers measures and values, scores metrics on 

their contribution to value, and provides an illustrative rank ordered list of preferred metrics and 

best practices for implementation. This methodology can be followed by organizations to build a 

model for implementation that reflects the organization’s values and needs. 

 

With the list of metrics and best practices in Table 6, there are several suggestive insights or 

interpretations as to their rank. The top two practices, control administrative privileges and limit 

workstation-to-workstation communication, are most closely tied to the theme of limiting or 

constraining human-computer interaction. This seems to align in context with security studies 

that suggest most breaches are caused by human error (Verizon, 2017). In contrast, the practices 

that are given less priority in the listing, such as segregating networks and functions, application 

whitelisting, and setting a secure baseline configuration, are commonly performed only by IT 
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administrators rather than the common workplace employee. Between these extremes, there are 

technological routines such as anti-virus and anti-exploitation schemes, as well as software 

improvements, which are services that may be provided and administered external to an 

organization’s network infrastructure. In summary, the ranking validates a spectrum of influence, 

putting greater emphasis on those practices that are less likely to be controlled in terms of 

organizational cybersecurity.  

 

While the model presented in this chapter is illustrated using a notional supply chain case study, 

it can be customized to assess the performance of cyber systems for any organization. Aside 

from broadening the survey to investigate different industry perspectives or expanding the value 

criteria, there are several logical extensions to this model. This work can be further extended to 

examine various ranking techniques, along with the rank-order centroid method, to compare 

scoring tendencies and potential biases for the metrics and best practices. Additional value 

function elicitation techniques may also be used to refine the scoring and provide alternative 

perspectives for prioritizing criteria. Finally, scoring based upon the contribution to value of a 

practice may be adapted to consider principles of cost or damage in the context of organizational 

risk. 

 

As technology develops, the measures, metrics, and best practices used in this framework may 

no longer be current or robust. However, the methodology and approach will hold, allowing for 

organizations to adapt and update their security practices to keep up with the times. Exercises for 

students include researching current measures, metrics, and best practices in order to become 

well versed in current trends. Other exercises include notional scoring for a specific firm or 
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industry.  Practitioners can take the framework and directly apply it to their organization, using 

their firm’s data and values, to customize and increase security based on the organization’s 

needs. Successful models in practice directly address the problem at hand and are understandable 

and relatable by decision makers. This framework, which is an example of using metrics 

grounded in defense principles, allows for growth and customization, hence translating research 

into practice with direct impact.  
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